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Abstract

This paper is devoted to the derivation of distin-
guishing sequences for timed Finite State Machines
(FSM). Such distinguishing sequences are used when
deriving a test suite for a timed FSM with the guaran-
teed fault coverage.

1 Introduction

The problem of synthesis and analysis of systems
with time is a challenging problem [1], as timed con-
straints constitute the necessary part of real-time sys-
tems which in turn are applied almost everywhere. One
of the most important time issues the deadline, when
the system has to produce a response to an applied in-
put. Another important time issue is a time-out when
after some time units the system changes its state if
no external input is applied by the environment. The
simplest example is a mobile phone that dims light af-
ter appropriate time units. This issue is also important
almost for all real-time systems.

Lately, a number of formal methods were developed
for test derivation for timed automata (see, for exam-
ple, [7, 4]). In order to derive a test suite with the guar-
anteed fault coverage, as usual, we need a fault model.
The fault model [6] is a triple that has the specification,
the conformance relation and the fault domain, that is,
the set of all possibly faulty implementations. When
deriving test suites for timed systems, in this paper,
we assume that the behaviour of the specification and
an implementation systems are described by Timed Fi-
nite State Machines (TFSM) [4, 5] where actions are
divided into inputs and outputs. Time constrains limit
the time at which an output has to be produced af-
ter an input has been applied. After this, the time
variable is reset to zero. Moreover, a state can have
a time invariant called time-out. If the time-out ex-

pires and no input is applied the system should change
its state according to the specification. In [4, 5], the
authors introduce several of conformance relations for
such fault model. However, in order to derive a test
suite with the guaranteed fault coverage with respect
to any of conformance relations we lack methods for
deriving distinguishing sequences.

In this paper, we consider timed systems with the
logic behaviour that can be described by an FSM [4, 5].
A special discrete clock variable is used in order to rep-
resent a timed behaviour. We first consider the func-
tional conformance when two timed FSMs are function-
ally equivalent, that is, for each timed input sequence
they produce the same sequence of output actions. We
then propose a method for deriving a distinguishing
sequence for two Timed FSMs which are not function-
ally equivalent. Correspondingly, when the fault do-
main is finite, a complete test suite with respect to
the functional equivalence relation can be derived by
the explicit enumeration of all implementation Timed
FSMs. A distinguishing sequence is derived based on
the special distinguishing automaton. This automa-
ton has designated state fail. A timed sequence is a
distinguishing sequence if and only is it takes the dis-
tinguishing automaton to the state fail. If the distin-
guishing automaton has no state fail, then an imple-
mentation under test conforms to its specification. We
also discuss how a distinguishing sequence, and corre-
spondingly, a complete test suite, can be derived when
an implementation system is allowed to be faster (or
slower) than the specification system.

The rest of the paper is structured as follows. Sec-
tion 2 has the preliminaries. Section 3 describes the
proposed distinguishing automaton and its properties
which are useful for test derivation. Finally, Section 4
concludes the paper.
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2 Preliminaries

In this section, we follow papers [4, 5] when defining
a Timed Finite State Machine (TFSM).

Definition 1 A timed-FSM is 7-tuple S =
〈S, I, O, s0, λS, σS, ∆S〉 where S is a finite non-
empty set of states with the initial state s0, I and
O are finite disjoint input and output alphabets,
λS ⊆ S × I × O × S is transition relation, σS : λS → N

is a speed function, and ∆S : H ⊆ S → S × N is a
delay function.

If 〈s, i, o, s′〉 ∈ λS and σS(s, i, o, s
′) = t, denoted as

s
i/o(t)
−−−→ s′, we say, that TFSM S, being in state s,

accepts the input i and within t time units produces the
output o, moves to the state s′ and resets the clock (that
is in the state s′ time units are counted from 0).

If for a state s the function ∆S is defined and

∆S(s) = 〈s′, t〉, denoted as s
t
−→ s′, we say that if no

input is applied to the TFSM in state s within t time
units then TFSM moves to the state s′ and resets the
clock (that is in the state s′ time units are counted from
0).

As usual, when considering initialised machines, we
assume that there exists a special reset that takes the
TFSM from each state to the initial state and the clock
is reset to 0. Correspondingly, we assume that the
TFSM always starts from the initial state with the
clock being set to 0. The next input can be applied
to the TFSM after the TFSM has already produced an
output to the previous input. We remind that after
each input or output action the clock is reset to 0.

Definition 2 A TFSM 〈S, I, O, s0, λS, σS, ∆S〉 is
called

• deterministic, if for each pair 〈s, i〉 ∈ S × I there
exists at most one pair 〈o, s′〉 ∈ O × S such that
〈s, i, o, s′〉 ∈ λS;

• input-enabled, if for each pair 〈s, i〉 ∈ S × I there
exists at least one pair 〈o, s′〉 ∈ O × S such that
〈s, i, o, s′〉 ∈ λS.

In this paper, we assume that each input can be applied
at each time instance after the TFSM has produced an
output to the previous input and the TFSM produces
a unique output to this input, that is we consider only
deterministic and input-enabled TFSMs.

Fig. 1 gives an example of TFSM A with the initial
state I, which is deterministic and input-enabled, as-
suming that I = {i1, i2}. If an input i1 is applied at
time t = 0, 1, 2 then the system produces the output
o1 within four time units after the input i1 has been

Figure 1. TFSM A

applied and enters state II. If the input i1 is applied
at t = 3 then the system reaches state II and produces
the output o1 within five time units after the input i1
has been applied. However, if the input i1 is applied
at t = 4, 5, . . . then the system moves to the state IV,
produces o2 within two time units and will stay in the
state IV until a new input is applied.

Definition 3 A timed input for a TFSM S =
〈S, I, O, s0, λS, σS, ∆S〉 is a pair 〈i, t〉 ∈ I × Z+, and

a timed output is a pair 〈o, t〉 ∈ O × N, where Z+
def
=

N ∪ {0} is the set of all non-negative integers.

A timed input can be applied to a system if an
output to the previous input has been produced by the
system. Let TFSM be in a state s. To calculate a set
outT (s, 〈i, t〉) of possible timed outputs of the system
〈S, I, O, s0, λS, σS, ∆S〉 in state s ∈ S for given timed
input 〈i, t〉 we need to determine state s′ such that

k∑

j=1

(∆S(sj))↓Z+
6 t <

k+1∑

j=1

(∆S(sj))↓Z+
,

where s1 = s, sk = s′, sj+1 = (∆S(sj))↓S , j = 1, k.
Here we assume that if the function ∆S is not defined
for some state sj, then ∆S(sj) = 〈sj ,∞〉, that is the
system can stay in the state sj infinitely long and more-
over, given a set of pairs D = A × B, we denote by
D↓A the set {a ∈ A| ∃b ∈ B : 〈a, b〉 ∈ D}. Infor-
mally, we determine such a state s′ which is reached
by the TFSM within t time units starting from the
state s. Note that due to definition of TFSM, there
can be only one such a state. We denote the set
of timed outputs of the system in the state s for
the timed input 〈i, t〉 as outT (s, 〈i, t〉) = {〈o, t′〉 ∈

O × N| ∃s′′ ∈ S : s′
i/o(t′)
−−−−→ s′′} and the set of out-



puts as out(s, 〈i, t〉) = (outT (s, 〈i, t〉))↓O. The nota-
tions outT (s, 〈i, t〉) and out(s, 〈i, t〉) are naturally ex-
tended on timed input sequences α ∈ (I × Z+)∗. Let
β ∈ outT (s, 〈i, t〉) and γ ∈ out(s, 〈i, t〉). The set of all
timed sequences α/β is called the set of t-traces (timed
traces) of the system in the state s and denoted as
T-tracesS(s), while the set of sequences α/γ is the set
of f-traces (functional traces) of the system in the state
s and denoted as F-tracesS(s). If s is the initial state,
then we use notations T-tracesS(s0) = T-tracesS and
F-tracesS(s0) = F-tracesS.

Consider the TFSM A from Fig. 1. Let 〈i1, 5〉 be
a timed input. We obtain outT (I, 〈i1, 5〉) = {〈o2, 2〉}
and out(I, 〈i1, 5〉) = {o2}.

3 Deriving a Complete Test Suite

In this paper, we consider a test suite as a finite
set of finite timed input sequences. In order to guar-
antee that a derived test suite has an appropriate fault
coverage we need the notion of a fault model.

3.1 Fault Model And a Complete Test
Suite

As usual [6], we consider the fault model as a triple
〈A,≈, ΦA〉 where A is an input-enabled deterministic
TFSM, ≈ is a conformance relation while ΦA is a (fi-
nite) set of TFSMs which describe the behaviour of
all, possibly faulty, implementation systems. Each im-
plementation TFSM has the same input and output
alphabets, as the specification TFSM. As discussed in
[4], a number of conformance relations can be intro-
duced for TFSMs. In this paper, we first consider the
so-called f-equivalence relation.

Let A = 〈A, I, O, a0, λA, σA, ∆A〉 and B =
〈B, I, O, b0, λB, σB, ∆B〉 be two input-enabled deter-
ministic TFSMs. TFSMs A and B are f-equivalent if
F-tracesA = F-tracesB, that is, if the output sequences
of A and B for each timed input sequence coincide.
Otherwise, the TFSMs A and B are f-distinguishable.
In this case, a timed input sequence α such that
out(a0, α) 6= out(b0, α) is an f-distinguishing sequence
for TFSMs A and B. In the same way the notions of the
f-equivalence and f-distinguishability can be defined for
states of a single TFSM.

Given a fault model 〈A,≈, ΦA〉 and a set Test of
finite timed input sequences of A, the set Test is com-
plete test suite with respect to 〈A,≈, ΦA〉 if for each
TFSM B ∈ ΦA that is f-distinguishable with A the set
Test has a timed input sequence that f-distinguishes
the TFSMs A and B.

When the set ΦA is finite, a complete test suite Test
can then be derived by the explicit enumeration of TF-
SMs of the set ΦA. For each TFSM B ∈ ΦA that is f-
distinguishable with A we add a timed input sequence
that f-distinguishes the TFSMs A and B to the set Test.
Thus, the main problem is how to derive a timed input
sequence that f-distinguishes two input-enabled deter-
ministic TFSMs A and B.

3.2 Deriving F-distinguishing Sequences

Definition 4 An automaton is a 4-tuple A =
〈A,Act, a0, µA〉, where A is finite set of states with des-
ignated initial state a0, Act is finite set of actions and
µA ⊆ A ×Act × A is transition relation.

Definition 5 Let A = 〈A, I, O, a0, λA, σA, ∆A〉 and
B = 〈B, I, O, b0, λB, σB, ∆B〉 be two deterministic
and input-enabled TFSMs. The DF-intersection A ⊓
B is an automaton D = 〈D,Act, d0, µD〉, where
D ⊆ (A × Z+ × B × Z+) ∪ {fail}, a0 =
〈a0, 0, b0, 0〉, Act = (I × O) ∪ {1, 2, . . . , tmax}, tmax =
min(max(∆A↓N), max(∆B↓N)). D is minimal set
driven by the following rules for µD (assuming that a
state 〈a, k1, b, k2〉 is under consideration):

• If ∆A(a) and ∆B(b) are defined and (∆A(a))↓N −

k1 = (∆B(b))↓N − k2, then 〈a, k1, b, k2〉
k
−→

〈a′, 0, b′, 0〉, where k = (∆A(a))↓N − k1, a′ =
(∆A(a))↓A, b′ = (∆B(b))↓B .

• If ∆A(a) and ∆B(a) are defined and (∆A(a))↓N −

k1 < (∆B(b))↓N − k2, then 〈a, k1, b, k2〉
k
−→

〈a′, 0, b, k2 + k〉, where k = (∆A(a))↓N − k1, a′ =
(∆A(a))↓A.

• If ∆A(a) and ∆B(b) are defined and (∆A(a))↓N −

k1 > (∆B(b))↓N − k2, then 〈a, k1, b, k2〉
k
−→

〈a, k1 + k, b′, 0〉, where k = (∆B(b))↓N − k2, b′ =
(∆B(b))↓B.

• If ∆A(a) is defined and ∆B(b) is not defined, then

〈a, k1, b, k2〉
k
−→ 〈a′, 0, b, 0〉, where a′ = (∆A(a))↓A

and k = (∆A(a))↓N − k1.

• If ∆A(a) is not defined and ∆B(b) is defined, then

〈a, k1, b, k2〉
k
−→ 〈a, 0, b′, 0〉, where b′ = (∆B(b))↓B

and k = (∆B(b))↓N − k2.

• If for an action-pair 〈i, o〉 ∈ I × O there ex-
ist a′ ∈ A and b′ ∈ B such that 〈a, i, o, a′〉 ∈

λA and 〈b, i, o, b′〉 ∈ λB, then 〈a, k1, b, k2〉
〈i,o〉
−−−→

〈a′, 0, b′, 0〉.



• If for an action-pair 〈i, o〉 ∈ I × O there exists
a′ ∈ A such that 〈a, i, o, a′〉 ∈ λA and for any b′ ∈

B 〈b, i, o, b′〉 6∈ λB, then 〈a, k1, b, k2〉
〈i,o〉
−−−→ fail.

• If for an action-pair 〈i, o〉 ∈ I ×O there exists b′ ∈
B such that 〈b, i, o, b′〉 ∈ λB and for any a′ ∈ A

〈a, i, o, a′〉 6∈ λA, then 〈a, k1, b, k2〉
〈i,o〉
−−−→ fail.

Figure 2. TFSM B

Consider TFSM A in Fig. 1 and TFSM B in Fig. 2.
The DF-intersection A ⊓ B is sown in Fig. 3. The au-
tomaton A ⊓ B has the designated fail state.

Figure 3. DF-intersection A ⊓ B

By construction of the automaton A ⊓ B, a state
〈a, k1, b, k2〉 can be reached from the initial state if and
only if there exists a timed input sequence that takes
the TFSM A from the initial state to the state a while
taking the TFSM B from the initial state to the state
b, that is, the following proposition holds.

Proposition 1 Given two deterministic and input-
enabled TFSMs A and B, the automaton A ⊓ B has a
state 〈a, k1, b, k2〉 for some k1 and k2 if and only if there
exists a timed input sequence that takes the TFSM A

from the initial state to state a while taking the TFSM
B from the initial state to the state b.

An appropriate timed input sequence mentioned in
Proposition 1 can be calculated by summarising se-
quential timeouts through the corresponding path of
the automaton A⊓B. Given sequense ν = e1·e2·. . .·en ∈
Act∗, let A ⊓ B be defined for the sequence ν and let
ν↓I×O= ek1

· ek2
· . . . · ekm

= 〈ik1
, ok1

〉 · 〈ik2
, ok2

〉 · . . . ·
〈ikm

, okm
〉. Underlying timed input sequence is

α = 〈ik1
,

k1−1∑

1

ej〉 · . . . · 〈ikm
,

km−1∑

km−1+1

ej〉.

Here, as usual, we assume, that
∑k2

k1
ej = 0, when

k2 < k1. Thus, if sequence ν takes the automaton
A ⊓ B from the initial state to the state fail, then,
due to construction, ekm

= en, and the timed input se-
quence α f-distinguishes the TFSMs A and B, since the
TFSMs have different output responses to this timed
input sequence. This gives a way of checking by an ex-
periment, which one of two known TFSMs – A or B – is
given as a system under test. We just need to build the
automaton A⊓B and if the automaton A⊓B has state
fail and if it does then we derive a sequence ν that
takes the automaton A⊓B from the initial state to the
state fail. Then, getting from ν timed input sequence
α as shown above, we apply α to a system under test
and after the observation of an output sequence we can
draw a conclusion which one of two TFSMs is “hidden
in the black box”.

Theorem 1 Given two deterministic and input-
enabled TFSMs A and B, the following statements hold:

1. If the automaton A ⊓ B has the state fail and it
is reachable from the initial state, then TFSMs A

and B are f-distinguishable.

2. If a sequence k1,1 · . . . ·k1,r1
· 〈i1, o1〉 · . . . ·km,1 · . . . ·

km,rm
·〈im, om〉, where set {kj,1, . . . kj,rj

} ⊂ N, j =
1, m, may be empty, {〈i1, o1〉, . . . , 〈im, om〉} ⊆ I ×
O, takes the automaton A⊓B from the initial state
to the state fail, then the timed input sequence
〈i1, k1〉 · . . . · 〈im, km〉, kj =

∑rj

p=1 kj,p, j = 1, m,
f-distinguishes the TFSMs A and B.

Consider the DF-intersection A ⊓ B in Fig. 3. The
automaton A⊓B has the state fail, reachable from the
initial state 〈I, 0, a, 0〉 by the sequence 3.1.〈i1, o1〉. Ac-
cording to Theorem 1, a timed input sequence (rather
short, but still) 〈i1, 3 + 1〉 = 〈i1, 4〉 f-distinguishes
TFSMs A and B, since the output response of the
TFSM A in the initial state I to the timed input 〈i1, 4〉



is o2, while the output response of the TFSM B in
the initial state a is o1, so out(I, 〈i1, 4〉) ≡ {o2} 6=
out(a, 〈i1, 4〉) ≡ {o1}.

As discussed above, using the results of this section,
a test suite with the guaranteed fault coverage can be
constructed by the explicit enumeration of TFSMs of
the fault domain. Moreover, for each pair 〈a, b〉 ∈ I×O,
the automaton A ⊓ B has at most 2k · |A| · |B| states,
where k = min(max(∆A ↓N), max(∆B ↓N)) (note, that
this evaluation is very rough and can be improved
by more rigorous analysis). Thus, similar to untimed
FSMs [2], given two f-distinguishable deterministic TF-
SMs A and B, the length of an f-distinguishable se-
quence is at most 2k · |A| · |B| − 1 and all the methods
for deriving complete test suites for untimed FSMs can
be tried for deriving a complete test suite for TFSMs
with respect to the f-equivalence relation.

3.3 Using Other Conformance Relations

Additionally, Proposition 1 gives a guide how to
derive a test suite with the guaranteed fault coverage
with respect to other conformance relations when we
are interested in how fast an output to an applied in-
put an implementation system produces. According to
Proposition 1, all possible pairs of states of the specifi-
cation and an implementation TFSMs are states of the
automaton A⊓B and thus, this information can be also
obtained using this automaton. The only thing we need
when constructing an intersection, is to add new rules
for transition relation. When we are interested in not
“slower” implementations, then for a state 〈a, k1, b, k2〉
for some input-output pair 〈i, o〉 we add transition to
the state fail, if the output o for timed input 〈i, k1〉
can be produced by the specification A in state a earlier
than the same output o for timed input 〈i, k2〉 can be
produced by the implementation B. When we are inter-
ested in not “faster” implementations, then for a state
〈a, k1, b, k2〉 for some input-output pair 〈i, o〉 we add
transition to the state fail, if the output o for timed
input 〈i, k1〉 can be produced by the specification A in
state a later than the same output o for timed input
〈i, k2〉 can be produced by the implementation B.

Note, that timed sequences derived from such an
intersection does not guarantee, that a destinguishing
conclusion can be drawn since the definition of TFSM
does not require an output to be produced at exact
moment, but within some time units, and thus this
approach demands “all-weather conditions” [3].

4 Conclusion

In this paper, we have considered the problem of
deriving a test suite with the guaranteed fault cover-
age for timed FSMs. A timed FSM takes into account
two time aspects. One of them is the performance of
output actions while other is related to timeouts. The
expressiveness of this model is less than that of the
model described in [1], since input and output actions
should occur alternatively, value of the clock variable is
discrete and it is reset to 0 after each (input or output)
action. Nevertheless, the results of the paper can be ap-
plied for reactive systems which allow such limitations.
Currently, we are continuing to study the derivation of
tests for the above model extending the set of consid-
ering conformance relations.
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