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1. Abstract 

Testability analysis method for software and hardware 

products, which represented by system level as a composition of 

control and operational automata is offered. Methodology of 

bottlenecks selection for assertions implementation in program 

code is proposed. 

2. Introduction    

Today digital systems on chip are complex systems, 

which consist of huge number of components. Structural 

and functional complexity of such systems could increase 

possibility of defects and faults occurring. So verification 

is necessary and actual procedure during design process. 

Actuality is defined by necessity of simulation tools 

performance and test quality increasing, and test size 

decreasing for circuits which consist of millions gates. 

Software, in turn, also could consist of huge number of 

functionalities, which are needed to be completely 

verified. High costs, resulting from verification 

functionally and structurally complex circuits can be to 

70% from whole design time. To decrease these costs, 

testable design standards and Ad-Hoc technologies could 

be used to decrease testing time and engineers efforts.  

Complex system could be presented as hierarchical 

system. Verification and test procedure should be 

executed on each level of hierarchy. In test technologies 

of complex systems such approaches as Design for 

Manufacturability, Design for Testability, and Design for 

Verification could be used [1-15]. 

Here it is necessary to clear what it means testability. 

Testability it is device property oriented on keeping of 

time and money expenses in given limit. Testability 

shows how easy given device could be tested and verified 

using additional equipment and Ad-Hoc methods on 

separate design stages. Methods of testable design could 

be divided in two groups: 1) Structural-functional object 

analysis, numerical estimation of controllability, 

observability and testability for circuit. Such analysis 

could be used on design stage; 2) Ways of structural 

design of testable and self tested circuits, based on using 

scan path, which allows to observe internal nodes of 

circuit. 

The low level of device testability leads to increasing of 

number of non-tested faults and verification time at 

design, production and operations stages. Therefore, the 

cost of diagnostic (a degree of faults concentration) 

decreases essentially during techniques of testability 

design. 

Using of testable design approaches allows to essentially 

increasing quality of designed product and ensuring 

effective testing and verification procedure on the earliest 

stages of developing at the expense of permissible area 

and time overheads. Time overheads are defined by using 

of assertions in program code, but such delay is 

insignificant in comparison with sufficiently decreasing 

of defects number. Also assertions accelerate time to 

market.  

By principle of academician Glushkov V.M., each device 

could be represented as combination of control automata 

and operational automata. Such approach simplifies 

design procedure and facilitates understanding of circuit 

functionality. Operational automata could be presented by 

system level (before synthesis representation of circuit, 

its internal structural model), by register transfer level 

and gate level. For testability analysis of operational 

automata this one could be presented as graph, which 

consist of vertices and oriented arcs. Each vertices 

defined by set of components: input, output variables, 

register variables, ALU, memories. Arcs presented by 

composition of operands for information transmission 

between vertices. Structure of digital device represented 

on figure 1 as composition of control automata and 

operational automata.  

Proposed automata model represented by two basic 

components 
CAOA

M,M  – operational and control 

automata. Model on the figure corresponds to following 

analytic structure: 
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Here 
OO

Z,X  – vector or register input and output 

variables; 
COC

Z,Y,Y  – control signals, information 

signals, monitoring signals; )g,(fg,f CCOO  – functions, 

which define relevance between interface signals in 
control automata and operational automata. 
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Figure 1. Composition of control and operational automata 

In paper structural method of device analysis or program 

code is offered. Proposed method will allow to 

sufficiently decreasing time expenses during testing and 

verification procedure and increase yield ration using of 

assertions in program code.  

Object under analysis is digital device or software 

product, represented as program code on system level.  

Tasks: 1. Create of automata model of program product 

or module, which consist of operational and control 

automata; 2. Synthesis of control automata; 3. Synthesis 

of operational automata [16,17]; 4. Full model 

represented by register transfer graph; 5. Testability 

analysis method for control and operational automata and 

algorithm of circuit (program code) modification and 

using assertion based on testability analysis; 6. 

Experimental approbation of proposed method.  

3. Design techniques evolution 

Developers’ possibilities and test procedure efficiency 

increases on high-level description. New technologies 

growing based on specifications and new standards 

development, which allow to open gates on world market 

becomes popular and important moment in design 

process. Thus, register level languages progress leads to 

progress in digital devices synthesis tools. Ensuring of 

correct device functionality on earliest level of 

description is important and hard task for developers. 

Main developer’s target is verification time decreasing 

that requires new effective technologies for testing and 

verification. Verification could be divided on dynamic 

verification (fault simulation) and static (formal) 

verification, for example, using of assertions [18-20].  

Formal verification is used for exhaustive verification of 

model properties and functionality based formal 

techniques, that allow to avoid most part of defect on the 

earliest design stages. 

Along with assertions different Ad-Hoc technologies 

could be used. Based on such technologies, additional test 

logic could be added to device for scan internal 

bottlenecks in device. Ad-Hoc technologies allow to 

increase controllability and observability of device 

(product) functional blocks and lines. Such approach 

allows decreasing time to market and increasing product 

quality owing to insignificant area overhead.  

In this work method of testability analysis for internal 

model of program code is offered. Additional tested logic 

or assertions could be added to device or program product 

based on obtained characteristics of controllability and 

testability. Lines and functional blocks with worst values 

of controllability and observability could be selected as 

control points for additional verification. Today number 

of rulers exists for assertions usage, but absent exact 

method of bottlenecks selection. Today only developer 

can place assertions in code based on his knowledge 

about program bottlenecks and intuition. Testability 

analysis and bottlenecks selection could be executed 

automatically without developers and engineers efforts. 

Therefore, method of testability analysis and algorithm of 

bottlenecks selection and assertions placement was 

proposed. 

Today assertions become very popular due to possibility 

use them in any device specification or program code and 

simplicity of assertions usage.  

Definition: Assertion is expression on system level, 

which could define the transformation correctness during 

design process relative to description of current stage or 

specification requirements.  

According to definition assertion could be presented as 

predicate:  

{0,1}Y)inL,...,ijL,...,2iL,1if(LiL === ,  

which could be equal to «false» or «true» on a set of 

variables ni [25].  

There are three types of assertions: fault detection, 

functional paths, and possible states of design. Such 

division allows to check not only calculation mechanism 

(operational automata), but control automata also. 

Control automata could be presented as FSM, and each of 

states should be checked.  [25–28]. Here we could talk 

about testability analysis for FSM. Test diagnosis 

mechanism and algorithm of assertions placing are also 

offered in this work. 

4. Method of structural analysis of operational 

automata 

Along with growing of SoC complexity, assertions 

become more popular on system level where circuit could 

be represented as program code.  
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Figure 2. Hierarchical presentation of software (hardware) 

products  

SoC refining on system level could be presented as set of 

functionalities. Functionality could be represented as set 

of methods. Such structure is presented on fig. 2. On 

figure 3 diagnosis architecture based on assertions usage 

is represented. IEEE 1149.1 BS and IEEE 1500 SECT are 

used as prototype of proposed test algorithm.  

Here F1-F4 are device functionalities. Input registers RI 

are used for temporary storing of test data, which could 

be shifted to functionalities by diagnosis controller. 

Output registers RO contain test results – logic zeros and 

ones. “Ones” signalize about defect in functional blocks. 

Output dates from registers could be recorded as n-bit 

vector V = {V1, V2, …,Vi, …, Vn}, where n is number of 

functional blocks in device or program code.  
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Figure 3. System diagnosis with assertions  

For definition of minimal number of test cases algebra-

logical method could be used.   

As additional analysis for each functional blocks 

testability analysis methods could be used. And each 

functional block could be represented as two graph 

components with oriented arcs. Such model is proposed 

instead to model on figure 1, because automata model 

)M,(MM CAOA=  is unsuitable for practical tasks of 

testable design.  

Graph model could be represented by following structure:  
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Here ORM  – register transfer graph by S.G. Sharshunov, 

which consist of set of vertices R, represented by all 

memory components (registers, triggers, counters, 

memory, input and output buses) which used in program, 

and arcs with instructions I, which activate information 

transferring between vertices. Expression )If(RR jk,i =  

– definition of functional dependency between adjacent 

vertices k,i RR →  which joined for execution of 

operation II j ∈ . Component CGM  corresponds to 

substantial graph of control automata, which defined on a 

set of vertices S, joined by arcs Т with conditional 

transitions. Expression )Tf(SS jk,i =  defines functional 

dependency between adjacent vertices ki SS →  of 

control automata, which joined for transition TTj ∈ . 

Structure of graph represented below: 

};I,...,I,{II},R,...,R,{RR  I};{R,G m21n21 ===  

);R(RII qpiij ≈∈  

Here model of software (hardware) module represented 

by graph I}{R,G = , which consist of vertices (registers) 

and arcs (instructions).  Each arcs marked by not less than 

one operation )R(RII qpiij ≈∈ , which forms subset of 

instructions, which belongs to arc )R(R qp . 

Graph models advantages: structural representation of 

functional blocks interactions and testability analysis 

execution possibility, because oriented graphs have 

expressed information threads, input and output vertices. 

4.1. Testability values calculation for operational 

device (operational automata).  

Testability analysis based on calculation of 

controllability, )C(R q  and observability, )C(R p .  

Controllability calculation. Controllability of vertex 

)R(C q  depends on controllability of previous 

vertex )R(C p , and also on additional power of 

instructions set ∑


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activating arcs k, which enters in analyzed vertex 

)R(C q . Here each of vertices contain of m operations, 

which initiate information transmission to )RR( qp . 

Observability could be calculated similar to 

controllability calculation. Value of observability )O(R p
 

oriented on analysis of arc-successors and outgoing arcs 

from vertex )O(Rp
. Advantage of offered models is 

university of testability values oriented on direct and 

backward implication on graph, and their invariance to 

analysis and test synthesis of hardware and software 

components. Controllability 1)R(C x =  of input nodes 

and observability 1)R(O y =  of output nodes in graph are 

initiated by arithmetic “ones” values. Value C(Ri) = 0 has 

vertex, which could not be accessed by whatever path in 

graph. Practically, values of controllability lays in [0;1] 

interval. For unconditional transfer arc weight is equal to 

one. In general case observability could be calculated by 

formula: 
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Observability calculation. Observability for graph 

vertices could be calculated as controllability values on 

direction from output vertices to input.  

Observability estimation depends on observability value 

of preceding value, number of operations activated arc. 

Observability of end vertex O(RY) = 1 or 100%. 

Observability could be equal to value from range [0;1]. 

O(Ri) = 0 for vertex, which is not observable on each of 

way in graph. Practically, all values are belongs to 

interval [0;1]. In general case, observability could be 

calculated using following formula: 
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Testability calculation.  

)iO(R)iC(R  )iT(R ×=                           (6) 



Total testability could be calculated using following 

formula: 

 ∑
=

=
n
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where n – number of vertices.  

Example 1. It is necessary to create software, which will 

allow solving simple arithmetic task )()( xx ωϕ + , where 
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Program 1.  

1: #include <iostream> 
2: #include <math.h> 
3: using namespace std; 
4: int main() 
5: { const double Pi=3.14159; 
6:  double F, w, f, x; 
7:  cin>>x; 
8: if (x<2) f = x+3; 
9: else if ((x>=2) && (x<12)) f=2*x-3; 
10: else f=-3*x+7; 
11: if (x<2./3.*Pi) 
12: w=sin(x+Pi/3); 
13: else w=sin(Pi*x)+2; 
14: F=f+w; 
15: cout<<F<<endl; 
16:  return 0;} 

Presented software include fault in one of arithmetical 

operators.  

12: w=sin(x+Pi/3); 
13: else w=sin(Pi*x) – 2;  
14: F=f+w. 

Task consists of detection of fault place in program code 

using testability analysis of graph model. Program code 

corresponds to circuit, presented on figure 4: 
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 Figure 4. Register transfer graph  

In braces on the figure pointed the arithmetical 

operations.   So, there are: 

{1} – addition operation “+”;  

{2} – production operation “*”; 

{3} – subtraction operation “-”; 

{4} – dividing operation “/”; 

{5} –“sin”operation. 

Most frequently used operations in code are summation 

(five times), production (four times), dividing (two 

times), “sin” operation (two times). Supposedly, fault 

could occur in code line, which contain summation {1} 

and production {2} operations.   

For definition of additional code lines, which should be 

checked it is necessary to provide testability analysis.  

Controllability values will be equal to: 

0,052.  C(Y)0,12; )5C(R0,12;  )4C(R

0,4;  )3C(R0,4; )2C(R0,2;  )1С(R1; C(X)

===

====
   

Observability values: 

0,069.  C(X)0,2; )5C(R0,2;  )4C(R

1; O(Y)0,2;  )3C(R0,2; )2C(R0,247;  )1O(R
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Testability values: 
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From TA is clear that vertex R1, which activated by {1} 

operation (summation operation) has minimal (worst) 

value of controllability. Vertices R2, R3, R4, R5 with 

operations {2,3}, {1,2}, {1,4,5}, {1,2,5} have minimal 

(worst) values of observability. Vertices R1, R4, R5 with 

operations {1}, {1,4,5}, {1,2,5} have minimal testability. 

Based on testability analysis it is necessary to check 

operations of summation, division, and “sin”.  

In program code two lines with such operations could be 

selected, line 13 contains the desired fault:  

12: w=sin(x+Pi/3); 
13: else w=sin(Pi*x)+2. 

5. Testability analysis for FSM 

Here the main difficulty consist in necessary of checking 

all states in FSM, deadlocks and collisions, forks and 

feedbacks in code, (if, case, loop). Regard to control 

automata it is necessary to mark out following rule: each 

FSM should contain assertions, which allow to check 

states and transitions encoding [19].  

Controllability, observability and testability values could 

be calculated similar to calculations for operational 

automata.  

6.  Strategy of control points selection and 

assertions placing in program code 

General formula for control points selection procedure is 

following: 

{ } { } { }TYRulesTY Z/AYZ ∩= , 

where {YTY} – set of points selected using TA method; 

{ARules} – set of control points selected by rules of 

assertions usage; {ZTY} – set of points selected using TA 

method but could not be used for assertions usage.  

Offered strategy of modification consist of separating test 

procedure on two modes – normal functioning and test 

circuit functioning. Additional conditional vertices could 

be added to analyzed graph to ensuring 100% 

observability or controllability. Expected, that such 

modification approach will significantly increase product 

testability with insufficiently hardware overheads.  

7. Conclusions 

Scientific novelty: new method of testability analysis for 

control and operational automata is offered. Methodology 

of test points selection and assertions placement is 

proposed. Such algorithms allow to increase fault 

coverage, total product testability and decrease test 

procedure time. Innovation technologies of testable 

design of software and hardware products, which oriented 



on effective test cases development and verification, are 

considered.   

Practical value of proposed methods and models: high 

interest of software companies in new test technologies 

for testing and verification of software products.    

Advantages: 1. Assertions usage allows to decrease test 

time into 2-3 times; 2. Simple method of testability 

analysis [30-34]. 

Disadvantage: 1. Testability analysis on the gate level 

(for digital devices) could give more accurate analysis; 2. 

Additional test variables insert for software and hardware 

products testing.    
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