
Multi-version Digital Systems Evolved with Genetic 
Algorithms: Designing and Estimating Fault Tolerance 

 
Vyacheslav Kharchenko, Nataliya Yakymets 

1 
Abstract – The paper discusses the main challenges in multi-

version system design. Most of the current techniques for 
design diversity rely on a system life cycle within a single 
design concept, so it is not possible to make a system robust to 
the defects that are common to each version since widely used 
Computer Aided Design (CAD) tools usually have only 
standard algorithms and conventional logic implemented. In 
this work, we give a solution to the problem of achieving the 
least correlation level within the multi-version projects by 
using different approaches to system design. Focusing on the 
non-classical design based on the genetic algorithms (GAs), we 
represent the metrics to assess a diversity level in multi-
version digital systems and suggest several methods to estimate 
the reliability of such systems. We prove those by an example 
of heating controller for AN-70 plane as well. 

Index Terms – Fault Tolerance, Multi-Version Systems, 
Design Diversity, Genetic Algorithms, Digital Automata.  

I. INTRODUCTION 
ield experience with so-called critical systems such as 
airborn control systems or atomic power plants safety 
systems shows that they are quite sensitive to the faults 

caused by design and physical defects [1-3]. This problem 
can be tagged as an increasingly challenging issue for the 
industry as a whole, mostly because of the tendency to 
develop critical applications as complex System on Chip 
(SoC) designs. To reduce the overall number of defects, the 
multi-version approach to system design can be 
successfully used. It means developing several versions of 
the same system which must be as different as possible [4-
8]. For this reason, several sufficient methods for SoC-
oriented architectures use standard Computer Aided Design 
(CAD) tools to diversify the design [5, 6]. Nevertheless, 
despite the effectiveness of these methods most of those 
manage the life cycle diversity within a single design 
concept, so it is not possible to make a system robust to the 
defects that are common to each version since widely used 
CAD tools usually have only standard algorithms and 
conventional logic implemented. Code inaccessibility and 
unavailability make it impossible to predict a behavior of 
CAD tool and prevent an occurrence of the defects. To 
avoid such a difficulty, the application of non-classical 
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design is suggested in order to develop non-conventional 
digital systems [9, 10, 11, 12]. It exploits the ideas from 
nature and human way of thinking instead of the apparatus 
of integral and differential calculus. Nowadays, evolvable 
hardware applications are maturing and seeing deployment 
into the real-world as fielded applications. In [9, 10],  
development of digital systems as an artificial neural 
network has been described, some other works discuss the 
utilization of the genetic algorithms (GAs) in digital [12, 
13] and analog [14] system design, robotics [15] and even 
in the domestic life [16]. In [17], it has been pointed out 
that one of the most effective ways to develop a multi-
version fault tolerant system is to combine classical design 
based on using CAD tools with non-classical ones in order 
to significantly increase a possibility of receiving the least 
correlated versions. Nevertheless, the actual problem is how 
to elaborate the strategy which allows obtaining the highest 
diversity level in a multi-version project.  

In this paper, we focus on GAs as an alternative to the 
classical design because they are targeted for finding exact 
or approximate solution to problems connected with digital 
system design. Often GA gives only approximate solution 
by producing versions (individuals), which have correct 
output states only for a subset of the input data set. In this 
case, the common practice is to gather these partially 
correct versions in the majority architectures [18]. One of 
the serious disadvantages of such an approach is that it does 
not take into account known information about the 
correctness of each individual. So, very often a redundant 
number of partially correct individuals (or partially correct 
automata, PCA) is involved resulting in growing the system 
complexity. In our previous works [19], we discussed a 
dependency between the complexity of system logic and 
time required to develop a digital system with GA. We 
suggested “Sliding Testing” technique to reduce time 
consumptions that meant testing only a part of input and 
output data while calculating the fitness of individuals in a 
population. In this case the evolved versions will be 
partially definite (partially definite automata, PDA), so they 
have to be gathered in the redundant architectures to 
provide the full definiteness of a system. At the same time, 
as we know information about the definiteness and 
correctness of every version beforehand, we can manage a 
reliability level for the systems implemented with PDA and 
PCA by adding new automata with definite and correct 
output data that corresponds to the certain input data.  
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