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Abstract—This paper is devoted to the proposition of the
algorithm of secure multipath routing with optimal balancing
message fragments number in MANET. The work considered the
concept of the threshold secret sharing scheme in relation to
secure routing using non-overlapping paths for the message
fragments transmission. Based on the analysis of disadvantages
of existing mechanism SPREAD, it was proposed to improve the
fragments allocation model, which had been reduced to the
optimal balancing of message fragments number transmitted
over the non-overlapping paths. Several optimality criteria were
suggested as to the solution of balancing problem using Shamir’s
scheme with or without redundancy. In the comparative analysis
it was justified to use optimality criterion in practice, providing,
on the one hand, minimization of dynamically managed upper
bound number of fragments transmitted over separate non-
overlapping paths in the network, and on the other hand —
adaptation to security parameters (probability of compromise) of
individual network elements: nodes, links and paths. Numerical
examples of models with different optimality criteria of the
solutions obtained, and their comparative analysis were
presented. Within the proposed algorithm it is suggested to use
the model under which the minimum number of fragments is
transmitted by the worst path in terms of the probability of
compromise, whereas their maximum number - by the best path.

Keywords—Secure  routing, MANET, probability of
compromise, number of fragments balancing, non-overlapping
paths.

I. INTRODUCTION

I\/IOBILE self-organizing networks MANET (Mobile Ad
Hoc Network) is widely used nowadays in various
applications as it was shown by the analysis. In accordance
with the principles of its construction MANET is a complex
organizational and technical system, which includes
distributed in a certain area mobile nodes with the role of the
structural and functional adaptation to signal interference
situation, number and content of the supported services,
requirements to Quality of Service and security level of
transmitted data. Along with the objectives of guaranteeing
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Quality of Service in the MANET design and operation the
key challenge is to ensure information security of the data
transmitted by the network [1].

Compared to wired networks ensuring of information
security in MANET is associated with the detection and
prevention of many existing vulnerabilities and attacks [2].
Firstly, wireless channels are more susceptible to attacks such
as passive listening (eavesdropping), active interference of
signals and jamming. Secondly, the majority of routing
protocols in MANET imply trusted interaction between
participating nodes for packet transmission. Dependence on
such interaction makes data more vulnerable to unauthorized
access, data substitution, and attacks such as "Denial of
Service" (DoS). Thirdly, the absence of fixed infrastructure
and centralized management makes it difficult to apply many
of the traditional solutions to ensure information security.

Il. THRESHOLD MESSAGE SHARING MECHANISM

One of the approaches of ensuring the specified level of
information security in communication networks is the
implementation of SPREAD mechanism [3, 4], based on the
multipath message routing after its fragmentation to parts in
accordance with the Shamir’s scheme [3-5] (fig. 1). As a
result of using SPREAD mechanism it is possible to reduce
the probability of compromise of the transmitted message,
because it complicates the adversary's task: it must
compromise not only one path that passed undivided message,
but all paths transmitting its fragments. A message is
compromised in case of unauthorized access to its content, i.e.
in order to compromise the message, transmitted using
SPREAD mechanism, all the paths used to deliver message
fragments must be compromised. Thus, the fact of a
compromised path is adversary access to all message
fragments, transmitted over this path.

It should be noted that probability of compromise of
individual path depends on the number of nodes and links it
consists of and their security parameters, i.e. each element of
the path (node, link) can be compromised with a certain
probability. In general, various paths used to transmit the
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Fig. 1. Message fragmentation according to Shamir’s scheme.

message fragments obtained in accordance with the Shamir’s
scheme [3-5] can have different values of the probability of
compromise.  Unfortunately, under the  well-known
mathematical models [3, 4] devoted to realization of SPREAD
in message fragments allocation over the non-overlapping
paths security parameters (such as the probability of
compromise) of these are not taken into account explicitly.
Thus, the actual problem seems related to the improvement of
the mathematical model of secure routing message transmitted
over the network based on the optimal allocation of its
fragments over non-overlapping paths resulting from the use
of applying Shamir’s scheme, and comprehensive address to
the security parameters of available paths.

I1l. SECURE ROUTING MODELS

Within the model let it be assumed that the following inputs
are known:
* Spgg and Dy — sender and receiver of a transmitted

message;

e M - number of used non-overlapping paths in routing
message fragments;
e (T,N) — Shamir’s scheme parameters, where N - total

number of fragments, obtained by applying the Shamir’s
scheme; T — minimum number of fragments (T <N)
needed for the message reconstruction;

. pij — probability of compromise j-th element (node,
link) of i -th path;

e M; — number of elements in the i-th path that can be
compromised;

e yp —acceptable probability of compromise of message in
the network.

In addition, the following parameters should be introduced
in the model description:
e n; — number of fragments, transmitted over the i -th path

(i=1M);
*  Pnsg — probability of compromise for the whole message
during its transmission by fragments over the network.

It is assumed that the sender and the receiver are trusted, i.e.
probability of compromise of the sender and receiver nodes is

equal to zero. Furthermore, within the proposed solution (as in
[3-5]) it is supposed that if the element (node, link) is
compromised, all fragments transmitted through the element
will also be compromised. Then the probability of
compromise of the i-th path consisting of the M; elements

can be calculated by the expression
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Besides, during the calculation of the control variables n;

(i :L_M) regulating the allocation of the message fragments

over the non-overlapping paths the following condition [2-4]
must be met:

N =%ni . (2)
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In the case of Shamir's scheme with redundancy when
T < N the condition below must be satisfied

N—n<T,(i=L,M). )
while when T =N the following conditions must be met in
the non-redundant sharing scheme

1< £T -1, (i=14,M). 4)

Condition (4) ensures that in the case of compromising all
the paths except i -th path an adversary cannot reconstruct the
whole message.

One of the main conditions to be satisfied within the secure
routing is that the probability of compromise of the message
transmitted over the network must not exceed a specified
acceptable value

Prnsg <7p - ()

For example, the probability of compromise of a message
divided to the N fragments using Shamir’'s scheme with
parameters (N, N) transmitted over the M paths determined

by the expression
M
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Satisfaction of condition (5) in accordance with expressions
(1) and (6) must be provided during the pre-solution of the
problem of calculation of the set of non-overlapping paths in
the network. Model 1 may use expressions (1)-(6) proposed in
works [3, 4]. Model 1 can be modified due to its
disadvantages in relation to optimality of allocation message
fragments over the transmission paths.

Model 2 includes constraint conditions (1), (2), (4)-(6) but
uses as a criterion of optimal allocation fragments number
over the non-overlapping paths the minimum of objective
function

M
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which ensures secure routing over the network when the
maximum number of message fragments will be sent over the
path with the minimum probability of compromise.
Conversely over the path with the highest probability of



compromise will be transmitted the minimum number of
message fragments.

Model 3 can be described by the following terms. To ensure
the optimal balancing of transmitted message fragments over
multiple non-overlapping paths to the structure of improved
model additional conditions are introduced:

n<p (i=LM), (8)
where g is a dynamically managed upper bound number of

fragments transmitted over separate non-overlapping paths in
the network.

Then, as a criterion for optimal solution for the allocation of
the number of transmitted message fragments over non-
overlapping paths it is reasonable to choose the minimum of
the following objective function

M
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Minimization of equation (9) should be carried out under
the conditions of constraint equations (2) and (8), thus
reducing by the value £ maximum number of fragments
transmitted in each of the selected paths. Introduction to the

M
object function (9) the term Z pjn; is aimed at achieving the
i=1
following objective: if the total number of fragments N is not
a multiple of paths number M , then the greater number of
fragments will be transmitted over the best path in terms of the
probability of compromise. This is the main advantage of the
proposed solution and difference from the existing models [3-
5].

Model 4 is represented by constraint conditions (1), (2), (5),
(6), but the objective function below was chosen as optimality
criterion

il 2
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which is an extension of the expression (7).

(10)

IV. COMPARATIVE ANALYSIS OF SECURE ROUTING MODELS

Comparative analysis of solving a problem of allocation
message fragments over the non-overlapping paths of four
models with different optimality criterions was performed.

Features of the models and proposed solutions (Model 1 +
Model 4) will be demonstrated by the following example.
Suppose that a pair of nodes, a sender and a receiver, is given,
and there are three non-overlapping paths available with
different number of elements, nodes and links, between them
(fig. 2). Within the example it is agreed that just links can be
compromised, which is fair enough for MANET. For the
purpose of calculations the following will be assumed:

o for the message fragmentation two cases of Shamir’s
scheme are used: (10, 10) without redundancy, and (8,
10) with redundancy;

o the probability of compromise for communication links in
accordance with their numbering and belonging to non-
overlapping paths in MANET (fig. 2) takes the following

values: p% =05; p12 =06; p% =0,75; p%, =045;
ps=01; p3=0,2.
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Fig. 2. Initial structure of MANET.

In accordance with expression (1) the following values of
the probability of compromise for every path were calculated:
p1=08; p, =0,75; p3 =0,604.

Table 1 shows the valid solutions of the problem of
message fragments allocation over the non-overlapping paths
obtained through the use of the previously described models.

Consider the case of using the Shamir’s scheme without
redundancy, for example, (10, 10). the analysis of calculation
results and the comparison of the obtained values of message
fragments number allocated over the different paths showed
that all four models can give satisfactory solutions. This can
be explained by the fact that for compromising the whole
message all three paths should be compromised. However, the
best models are Model 3 and Model 4, since they imply
adaptation to security parameters (Table 1), when the
maximum number of message fragments is transmitted over
the best path in terms of probability of compromise.

While using Model 1 (Table 1) one of the possible solutions
of message fragments allocation over non-overlapping paths is
when the maximum number of fragments (n, =8)will be
transmitted by the worst path in terms of probability of
compromise (p;=0,8), which is a disadvantage of this
model.

TABLE|
COMPARISON OF EXISTING MODEL AND IMPROVED MODELS OF MESSAGE
FRAGMENTS ALLOCATION WITH OPTIMAL BALANCING

Number of message fragments in path depending on the

Model # allocation method
Model 1 Model 2 Model 3 Model 4
Path # Shamir’s scheme (10, 10)
1 8 1 2 3
2 1 1 4 3
3 1 8 4 4
Path # Shamir’s scheme (8, 10)
1 4 1 2
2 3 1 4 3
3 3 8 4 4

According to Model 2 using Shamir’'s scheme (10, 10)
message fragments allocation over the network paths showed



that the maximum number of fragments (n3 =8 )passed over

the best in terms of probability of compromise path
p3=0,604), and their minimum number (n =1) was

transmitted in the worst case ( p; =0,8).

Consider the case of using the Shamir’s scheme with
redundancy, for example, (8, 10). The best solutions were
provided by Model 1 and Model 4, because for compromising
the whole message all three paths should be compromised.
While in Model 2 the adversary needs to compromise just one
path for the reconstruction of the transmitted message
(n=8, T=8), and in Model 3 two paths should be
compromised (n, =4, ng=4, T =8).

Model 1 with redundancy based on conditions (1)-(3), (5),
(6 provides quite a good solution in terms of optimal
allocation of message fragments over non-overlapping paths
(Table 1). From the practical viewpoint it is desirable that the
process of fragments allocation over the network paths must
be balanced to make adversary's tasks as complicated as
possible.

Model 4, based on constraint conditions (1), (2), (5), (6)
and the optimality criterion (10), gives the best solution
compared to all four models. Using this model it is possible to
provide on the one hand the optimal balancing of message
fragments transmitted over separate non-overlapping paths in
the network, and on the other hand — adaptation to security
parameters (probability of compromise) of individual network
elements: links and paths. In this case the minimum number of
fragments (ny = 3) is transmitted by the worst path in terms of

the probability of compromise, andtheir maximum number
(n3=4) is transmitted by the best one (Table 1). Therefore,

the solution obtained by Model 4 is more preferable because
of its ability to adapt to the security parameters of network
paths.

V. CONCLUSION

Thus, the algorithm for secure multipath routing with
optimal balancing message fragments in MANET includes the
following steps:

1. Analysis of MANET architecture (number of network
elements, Quality of Service and security requirements,
signal-noise conditions etc).

2. Calculation of the set of non-overlapping paths between
given sender and receiver nodes in consequence of
condition (5).

3. Fragmentation of transmitted message according to
selected Shamir’s scheme with or without redundancy.

4. Optimal allocation of the message fragments over the set
of non-overlapping paths based on the model including
expressions (1), (2), (5), (6) and optimality criterion (10).

Disadvantages of existing solutions consist in the fact that
the process of allocation of message fragments over the non-
overlapping paths is not balanced and doesn’t provide
adaptation of the obtained solutions to security parameters of
network elements. Therefore, within the existing models [3-5]

it may occur with the fragments allocation that the worst path
in terms of the probability of compromise will transmit the
maximum number of fragments. Nevertheless, the proposed
model procedure for allocation of the transmitted message
fragments over the non-overlapping paths is more adapted to
security parameters (for example, the probability of
compromise) of the individual network elements: nodes, links,
and paths. This can be confirmed by the numerical results,
when the minimum number of fragments is transmitted by the
worst path in terms of the probability of compromise, and
their the maximum number is passed by the best one.

The suggested algorithm may be used in practice within
secure multipath routing with optimal balancing of message
fragments transmitted over the non-overlapping paths. That is
due to the fact that one of the key problems in operation of
mobile self-organizing networks is ensuring of information
security for data transmission through communicational links
which in turn are the most vulnerable in MANET.
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