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Abstract – The method of increasing the efficiency and confi-
dentiality for the video information stream based on the se-
lective transformation of macroblocks is developed. 

I. INTRODUCTION 
 

ethod of increasing the efficiency and video data 
privacy for departmental video conferencing sys-
tems based on selective encoding of video frames. 

To further reduce the amount of transmitted data, that is, 
reducing the level of information load on the telecommu-
nication network, it is proposed to further process binary 
ciphers.This need is explained by the following reasons: 
1. Growth of the macroblocks with high content of ener-
getically significant components number leads to increas-
ing in the number of ciphergrams formed as selection re-
sult for low frequency components the of transformants. 
But at the same time, the ciphergrams are formed for low-
frequency components without additional processing. Ac-
cordingly, this leads to increasing the information load on 
the data transmission channels, and to increase the time 
delay for the transmission of video information 
2. The capacity of the telecommunication network is dy-
namic. Therefore, in cases of a sharp decrease in band-
width, it is necessary to use a technological mechanism 
for regulating the information intensity of the coded 
stream. In this case, to shorten the processing delays, it is 
necessary to ensure the availability of such a mechanism 
at the later stages of processing video information, i.e. in-
cluding at the stage of forming a ciphergram. In order to 
reduce the number of the ciphergrams digits, it is pro-
posed to use a structural approach based on the identifica-
tion the number of binary transitions and the formation 
the corresponding code description without loss of infor-
mation.  
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This allows to detect such characteristics for their specific 
content by the fact of the processed ciphergram. 
Consider the process of the ciphergrams low-frequency 
components structural processing for energy-sensitive 
macroblocks of video frames taking into account the iden-
tification of characteristics at binary transitions. 
The construction of a ciphergram compact description, 
taking into account the presence of restrictions on binary 
transitions, is proposed to be carried out using an 
approach based on binary structural coding. In this case, 
the rolling ratio of the weight coefficient system is used 
(Fig. 1), that is, 
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Here K  – the code of the ciphergram structural descrip-
tion, the length of the bit, as a rule 

512;256;128L = .
Since the elements cryptogram take binary values, i.e 

]1;0[q ∈ξ , there are insignificant components ξξ wq
of convolution (3.13). Therefore, to reduce the number of 
operations, we suggest introducing an auxiliary parameter 

ξθ , equal of summand convolution, i.e.: 

ξξξ =θ wq . 
In this case, we obtain: 
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Fig. 1.  Structural-functional scheme of identification the variants for binary transitions between elements 

 
As can be seen from the obtained ratio, the value of the 
code is determined by the weight coefficients of the pro-
cessed elements. Finding weight coefficients is carried out 
according to the recurrent approach. In this case, we take 
into account: weight coefficient obtained in the previous 
processing step, i.e.  
– weight coefficient 1w −ξ  for the previous element 

)1( −ξ - of  the ciphergram; 

– dependence between the three elements, 2q −ξ , 1q −ξ  и 

ξq , that is, between the current processed element and 
the two previous ciphergrams. At the same time, this ap-
proach involves the need for a separate consideration for 
the four situations caused by the transitions between the 
three elements, 2q −ξ , 1q −ξ  и ξq , i.e.: 

1)   1qq 12 =− −ξ−ξ  , 1qq 1 =− ξ−ξ ; 

2)   1qq 12 =− −ξ−ξ  ,  0qq 1 =− ξ−ξ ; 

3)   0qq 12 =− −ξ−ξ  ,  1qq 1 =− ξ−ξ ; 

4)   0qq 12 =− −ξ−ξ  ,  0qq 1 =− ξ−ξ . 

As a result, the need to process more operations on the 
such conditions verification and the appropriate calcula-
tion the weight coefficients. 
Therefore, in order to operations number reducing associ-
ated with the decrease of the video stream information in-
tensity, it is proposed to develop generalizing dependen-
cies for finding weight coefficients in the process of bina-
ry uniform ciphergrams structural coding. We consider 
the develop generalizing functional transitions for the cal-
culation of weight coefficients for the first two cases of 
dependence between elements 2q −ξ , 1q −ξ  и ξq , namely: 

- 1qq 12 =− −ξ−ξ  и 1qq 1 =− ξ−ξ ; 

- 1qq 12 =− −ξ−ξ  , 0qq 1 =− ξ−ξ ; 

Let's introduce the functional 2,11 )q;q( ξ−ξϕ , which 

shows the relationship between )1( −ξ -th і ξ -th binary 
elements of the ciphergram __ of the transformants im-
portant components, which implements the inversion 
function, i.e. if 

1qq 1 =− ξ−ξ , 0)q;q( 1 =ϕ ξ−ξ . 

Conversely, for 

0qq 1 =− ξ−ξ  

the value of the functional will be equal to the component, 
i.e. 

1)q;q( 2,11 =ϕ ξ−ξ . 
Generally, this dependence is given by the following sys-
tem: 
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To implement such a functional dependence, we will use 
a sign function )х(ϕ , which is set by the next condi-
tions: 
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We can use the function )х(ϕ  to specify a functional re-

lationship 2,11 )q;q( ξ−ξϕ  by the next way: 

))|qq|(sign1(sign)q;q( 12,11 ξ−ξξ−ξ −−=ϕ . (2) 
In this case, will be fulfilled the conditions of the func-
tional task 2,11 )q;q( ξ−ξϕ , i.e.: 
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Then recursive generalized expression for determining the 
weight coefficients ξw  for ξ - th element of the cipher-

gram using the value of the weight coefficient 1w −ξ  for 

)1( −ξ -th element for the option, when 

)1|qq|( 12 =− −ξ−ξ , depending on the difference value 

)|qq|( 1 ξ−ξ − , will be determined by such a ratio: 
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(4) 
This relation generalizes cases where: two previously 
processed elements, create a binary difference, that is, 
there is a transition either from 0 to 1, or from 1 to 0, 
namely: 

1q&0q 12 == −ξ−ξ  , 0q&1q 12 == −ξ−ξ ; 
Thus, the value of the current processed element of the 
ciphergram can be arbitrary, i.e. 

]1;0[q ∈ξ . 
Indeed, if the conditions are fulfilled simultaneously 

1qq 12 =− −ξ−ξ ,  1qq 1 =− ξ−ξ , 

then according to the relation (3.15) the value of the func-
tional 2,11 )q;q( ξ−ξϕ  will be equal to zero value, 

2,11 )q;q( ξ−ξϕ , and weight coefficient ξw  for current 
element can be determined by formula: 

=
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On the contrary, if both conditions are fulfilled simulta-
neously: 

1qq 12 =− −ξ−ξ ,   но    0qq 1 =− ξ−ξ , 

by the ratio (5) value of the functional 2,11 )q;q( ξ−ξϕ  

will take a “1” value, i.e. 2,11 )q;q( ξ−ξϕ , and weight 

coefficient value ξw  for current element of the  cipher-
gram determined using this expression: 
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We will now develop a technological stage for determin-
ing the general functional dependences for the weight co-
efficients of the ciphergram structure coding, taking into 
account the next relationships between the elements 

2q −ξ , 1q −ξ  and ξq  of the ciphergram: 

-   0qq 12 =− −ξ−ξ  and 1qq 1 =− ξ−ξ ; 

-   0qq 12 =− −ξ−ξ  and 0qq 1 =− ξ−ξ . 

This situation differs from the previous two by the fact 
that: 
1)  for elements 2q −ξ  and 1q −ξ  values the condition of 
equality is fulfilled, ie: 

0qq 12 == −ξ−ξ  or  1qq 12 == −ξ−ξ ; 

2)  with the value of the element ξq  is selected arbitrari-

ly, ie: ]1;0[q ∈ξ . 
Similar to the previous generalization, we introduce the 
next functional dependence 4,31 )q;q( ξ−ξϕ . Unlike the 

functional 2,11 )q;q( ξ−ξϕ  here it is necessary to realize 
a direct relationship between, on the one hand, the value 
of the difference and )|qq(| 1 ξ−ξ −  and functional 

4,31 )q;q( ξ−ξϕ  value on the other hand. This is dis-
played as next: 
Conditions 

1qq 1 =− ξ−ξ , 

Need to be provided 
1)q;q( 4,31 =ϕ ξ−ξ . 

And, accordingly, for: 

0qq 1 =− ξ−ξ  

the value of the functional must be zero: 
0)q;q( 4,31 =ϕ ξ−ξ . 

Generally, this dependence shows by the system: 
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Then using a sign function )х(sign  functional relation-

ship 4,31 )q;q( ξ−ξϕ  will be set based on the relation-
ship: 

        )|qq|(sign)q;q( 14,31 ξ−ξξ−ξ −=ϕ ,         (7) 
so: 

=−= −− )|qq|(sign)q;q( ξ1ξ3,4ξ1ξϕ  
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From the analysis of the obtained ratios shown relation-
ship between functionals 2,11 )q;q( ξ−ξϕ  and 

4,31 )q;q( ξ−ξϕ : 

         2,114,31 )q;q(1)q;q( ξ−ξξ−ξ ϕ−=ϕ .         (9) 
A generalized expression for the recurrent calculation of 
the weight factor ξw  for ξ -th element of the ciphergram 

using the weight coefficient value 1w −ξ  for )1( −ξ -th 
element based on using the binary transition functional 

4,31 )q;q( ξ−ξϕ  for option, when )0|qq|( 12 =− −ξ−ξ , 
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depending on the difference value )|qq|( 1 ξ−ξ − , will be 
determined by the next relationship: 

)
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The resulting ratio, based on the specific difference value 

)|qq|( 1 ξ−ξ −  will take the next look: 

1)  for the no transition option )1|qq|( 1 =− ξ−ξ  the 
corresponding value of the functional dependence will be 
equal to the component, 1)q;q( 4,31 =ϕ ξ−ξ . Then the 

weight factor ξw  for the current element determines by 
the formula: 
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2)  for the transition option availability 
)0|qq|( 1 =− ξ−ξ  the corresponding value of the func-

tional dependence will be zero, 0)q;q( 4,31 =ϕ ξ−ξ . 

Here, the value of the weight factor ξw  of the current ci-
phergram processed element the will be determined using 
the relation: 
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Thus, the relation (3) and (9) on the basis of taking into 
account the transitions between the three elements of the 
binary ciphergram allow us to generalize the process of 
determining their weight coefficients accordingly for var-
iants where two previously treated elements create a bina-
ry transition and variants when there is no binary differ-
ence between such elements, with using functional de-
pendencies 2,11 )q;q( ξ−ξϕ  and 4,31 )q;q( ξ−ξϕ  shows 
the presence of a binary transition between the current 
and the previous elements. 
To form a single relation for obtaining a ciphergram code 
in the process of its structural coding based on the use of 
generalized functional dependencies 2,11 )q;q( ξ−ξϕ  and 

4,31 )q;q( ξ−ξϕ  it is necessary to identify situations 
when: 
1) the first two conditions are fulfilled, that is, when two 
previously processed elements create a binary differ-
ence, 1qq 12 =− −ξ−ξ ; 

2) performed the last two conditions, when two previous-
ly processed items missing binary difference, that is, 

0qq 12 =− −ξ−ξ . 

To implement the identification of binary transitions be-
tween elements 2q −ξ  and 1q −ξ  proposed to use the next 

functionality )q;q( 12 −ξ−ξϕ , which describes such a 
decisive rule: 
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12
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To implement such a decisive rule, it is necessary to use 
the next adaptation of the sign function: 

        )|qq|(sign)q;q( 1212 −ξ−ξ−ξ−ξ −=ϕ ,       (13) 
Accordingly, if the binary transition between the elements 

2q −ξ  and 1q −ξ  exists, then the value of the functional 
will take a “1” value. On the contrary, when such a transi-
tion is absent then the value of such functional will be ze-
ro. Consequently, in order to organize the weight coeffi-
cients calculating switching process, taking into account 
the appropriate transition option, additional switches must 
be used: 
- coefficient )|qq|(sign)q;q( 1212 −ξ−ξ−ξ−ξ −=ϕ  

for switching to weight coefficient ξw  in the case of a 

binary transition between the elements 2q −ξ  and 1q −ξ ; 

- coefficient )q;q(1( 12 −ξ−ξϕ− , when between the el-

ements 2q −ξ  and 1q −ξ  such a transition is absent. 
This will enable the system of switches of ciphergram bi-
nary elements weight coefficients determining process for 
a single technological expression of the finding the struc-
tural code K . 
Then using the expressions (3) and (9) to find the weight 
coefficients in two basic cases of the presence and ab-
sence binary transition between the two preceding ele-
ments and the ratio (12) for identifying such cases, we ob-
tain the following technological formula for calculating 
the code of the ciphergram (Fig. 2) in the process of its 
structural coding: 
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Fig. 2.  A structural scheme for calculating the ciphergram code K in the process of its structural coding 
 
Here L  – the length of the processed binary ciphergram; 

ξq  – ξ -th element; ξβ  – a recurrence parameter equal 
to the number of binary drops (the transitions between "0" 
and "1") for the sequence, consisting of )1L( +ξ−  
ciphergram raw elements: 

                 ξ1ξ1ξξ qqββ −−= −− .                     (15) 

Binary structural coding provides a reduction in the ci-
phergram bits number. 
Generalized dependencies for finding weight coefficients 
in the process of binary uniform ciphergrams structural 
coding are developed. This allows to reduce the number 
of transactions, which is associated with decreasing in the 
information intensity of the video stream. The switches of 
the weight coefficients calculating process were devel-
oped, taking into account the transition options for deter-

mining the ciphergram binary elements weight coeffi-
cients.  
 
II. CREATION A VIDEO FRAME RECONSTRUCTION METHOD 
IN THE CONDITIONS OF THEIR SELECTIVE PROCESSING AND 

CLOSING OF SIGNIFICANT COMPONENTS 
 
It is proposed to develop an encrypted video stream de-
coding method, based on intra-frame selection, which is 
based on the detection of closed meaningful structural 
components of the base video frame. To do this, it is pro-
posed to decode an encrypted base video frame IK  tak-

ing into account the definition of significant ( , )
знS ξ γ  

structural components. The block diagram of the encrypt-
ed video stream decoding method includes the next basic 
steps: 

Identification the variants of 
binary transitions between 
the elements  
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1. Isolation the code structure of the frames group ofrom 
the binary sequence of the video data stream. 
2. Define the type of video frames in the frame group. 
3. Selection the digital representation of the closed base 
video frame from the digital representation of the frames 
group. 
4. Detection closed ( , )

sigS ξ γ  and not closed ( , )
unsigS ξ γ  structural 

components. This happens as a result of the label М anal-
ysis, the value of which is stored in the digital description 
of the structural component additional data. If label value 
М=1, then the structural unit is defined as significant 

( , ) ( , )
sigS Sξ γ ξ γ= . If label value М=0, then the structural unit 

is defined as insignificant ( , ) ( , )
unsigS Sξ γ ξ γ= . 

5. Reverse structural coding. 
6. Decoding of closed significant ( , )

sigS ξ γ  structural compo-
nents, in which the values of the components of transfor-
mation of the DCT blocks ( , )

L ,Lrow col
B(Y) ξ γ , 

( , )
L ,Lrow col

B(Cr) ξ γ  and   ( , )
L ,Lrow сol

B(Cb) ξ γ  are deciphered. 

7. Decoding of unsignificant ( , )
unsigS ξ γ  structural compo-

nents, which includes such stages: 
7.1. Reverse linearization of the DCT blocks trans-
formatnts for the component of brightness and color 

( , )
L ,Lrow col

B(Y) ξ γ , ( , )
L ,Lrow col

B(Cr) ξ γ  and ( , )
L ,Lrow сol

B(Cb) ξ γ  for 

the unsignificant ctructural components. 
7.2. Dequantization the DCT transformants of insignifi-
cant blocks.  
8. Reverse DCT of significant and insignificant blocks for 
the brightness and color component of ( , )

L ,Lrow col
B(Y) ξ γ , 

( , )
L ,Lrow col

B(Cr) ξ γ  and ( , )
L ,Lrow сol

B(Cb) ξ γ . 

9. Construction of structural components composition 
( , )S ξ γ  for base video frame IK , which includes the next 

steps: 
9.1. Decode the service information for the structural 
components formation ( , )S ξ γ : 

9.2. Formation of macroblock compositions ( , )M(Y) ξ γ , 
( , )

rM(C ) ξ γ  and ( , )
bM(C ) ξ γ . 

10.2. Formation the video from blocks ( , )
L ,Lrow сol

B(Y) ξ γ , 
( , )
L ,Lrow сol

B(Cr) ξ γ  and ( , )
L ,Lrow сol

B(Cb) ξ γ . 

10. Converting the digital planes of an I-frame video from 
an YUV format to RGB format (forming one YCrCb im-
age be three digital planes). 
11. Обернена диференціальна імпульсно-кодова 
модуляція для відновлення Р-кадрів. 
12. Backward differential pulse-code modulation to re-
store B-frames: 
12.1 Convert digital video planes of P і B-frames from 
YUV to format RGB. 
13. Formation group of video frames from the restored I, 
P and B-frames. 

Service information of a structural features sequence – the 
value of θ  for components series identified for the matrix 
of signs. 
The decoding process is to restore the elements k lq +  of 
binary matrixes.  
After getting the service information on the receiving 
side, the DCT transformants  components reconstruction 
is organized.  
So: 
1. Proved necessary service information required to mutu-
ally unambiguous binary data recovery. 
2. A recurrent restoration of binary array elements based 
on one-dimensional floating structural binary sequences 
decoding constructed. This decoding differs from other 
approaches in that: 
– decoding is performed for code structures formed for a 
variable number of binary elements;  
– weight factors calculates by recursive expressions based 
on known values of the two previous reconstructed ele-
ments and the previous element weighting factor.  

III. CONCLUSIONS 
The method of increasing the efficiency and confidentiali-
ty for the video information stream based on the selective 
transformation of macroblocks is developed.  
Improved the information technology for closing the vid-
eo stream, based on the technological direction of pro-
cessing and closing significant blocks with the additional 
application of structural coding modernization. This 
method is based on the macroblocks classification im-
provement  using their previous transformation. This al-
lows to detect significant structural components based on 
the analysis of the indicators values on the set of low-
frequency and high-frequency components of the trans-
formant for the DC-block of the bright component, which 
is then used for cryptographic protection. 
Performs the elimination of statistical and psycho-visual 
redundancy is based on the consideration of the various 
peculiarities of frequency component transformants. This 
leads to a reduction in the information intensity of the 
frames stream. This allows to provide the departmental 
requirements for the video resource confidentiality. 
The method of binary structural coding is based on the 
use of a structural approach, which is based on the num-
ber of binary transitions identification and the correspond-
ing code formation description without loss of infor-
mation, provides a reduction of the digits number for the 
presentation of ciphergrams. This method bases on a pre-
liminary estimation of the binary series distribution in a 
ciphergram. Depending on this, division the binary digits 
number into the converted representation of the cipher-
gram is carried out. The basic stage of the structural 
method of coding is the different modes identification of 
binary transitions between the ciphergram elements. This 
ensures a reduction in the number of digits on the cipher-
grams. This reduces the information load on the data 
transmission channels and reduces the time delay for the 
transmission of video information. 
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